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Application Note

To take full advantage of Unified Communications (UC), 

enterprises are extending their voice over IP (VoIP) networks to 

soft phones, WiFi/dual-mode phones, and other devices. At the 

same time, enterprises are connecting to service providers using 

Session Initiation Protocol (SIP) trunks, creating federations with 

other enterprises and integrating collaboration, multimedia, 

and presence applications.

By extending their IP PBXs and adding UC applications, 

enterprises can decrease costs, improve collaboration, and 

ensure business continuity. However, to fully realize secure, 

real-time interactions with customers, partners, extended 

workforce, and supply chains, enterprises must address several 

important security issues before extending their VoIP network 

and UC applications over public and/or untrusted networks.

While employing security best practices from the data 

networking can prevent some attacks and reduce some risks 

associated with IP PBX and VLAN deployments, such a “data 

only” approach fails to provide comprehensive protection 

against VoIP- and UC-specific threats that can result in denial-of-

service (DoS), unauthorized toll calls (toll fraud), and the theft of 

confidential data. 

To deploy secure IP PBXs and VLANs and enable mission-critical 

unified communications, enterprises must implement real-time 

security solutions that offer comprehensive threat protection, 

strict policy enforcement, robust access control, and privacy 

of confidential data specifically for VoIP networks and UC 

infrastructure.
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PROBLEM

Although they use the same IP network and some of the 

same services provided by standard data protocols (such as 

TCP/IP, UDP, DHCP, and DNS), VoIP and UC differ significantly 

from data-only environments.

Real-time traffic - VoIP and UC traffic, especially media traffic, is 

extremely sensitive to latency and jitter, so even the slightest 

delays can degrade voice quality. Unlike e-mail, which can 

be delayed by a few minutes, VoIP quality of service (QoS) is 

measured in milliseconds and microseconds.

Peer-to-peer communications - Unlike client/server-based 

data communications, VoIP communications are peer-to-

peer, which means VoIP phones act like servers in that they 

are always ready to receive calls, but they also act like clients 

in that they are always ready to place calls.

More services - VoIP offers many more services than data 

(such as transfer, conference, and hold), which makes VoIP 

protocols more complex, flexible, and exploitable.

Low resources - VoIP devices are phones that have low 

CPU and memory capacity, no virus scanners, no intrusion 

detection/prevention system (IDS/IPS), and no firewalls, yet 

VoIP devices host complex and sensitive applications, which 

makes them much easier to attack.

Because of these and other differences, securing VoIP differs 

considerably from, and is more complex than, securing data.

Protection against VoIP and UC protocol 

vulnerabilities

Because VoIP uses the same IP network, the same underlying 

data protocols (such as TCP/IP, UDP, DHCP, and DNS), and the 

same OS on the devices, it is susceptible to standard data  

attacks. But beyond these, VoIP and UC applications are also 

subject to application layer and blended attacks.

Application layer attacks

VoIP offers many more real-time services than data (including 

transfer, conference, and hold), making VoIP protocols more 

complex, flexible, and exploitable. (Because of this, more 

than 50 requests for comments, or RFCs, exist for SIP in the 

IETF, compared with only about 10 for HTTP, which has been 

around more than twice as long.) With known ports open on 

the firewall to allow VoIP and UC traffic through, enterprises 

must perform deep-packet inspection and continuously 

police application traffic to protect the VoIP network, 

endpoints, and IP PBXs from thousands of application 

layer attacks that can cause IP PBX crashes, lost services, 

and degradation of voice quality. These types of VoIP- and  

UC-specific application layer attacks include:

 Reconnaissance

 Spoofing

 Eavesdropping

 Signaling and media manipulation

 Service theft/fraud

 DoS/Distributed DoS (DDoS) attacks

 Fuzzing and buffer overflow exploits

 VoIP spam

 VoIP phishing

Blended attacks

VoIP is also susceptible to blended attacks, in which attackers 

try to gain access to the VoIP network and launch attacks on 

the data side by exploiting VoIP devices or applications with 

weak security and/or exploiting unsecured data protocols 

(such as HTTP).

In a VoIP-to-data scenario, once attackers gain access 

through buffer overflow vulnerabilities in softphones, for 

example, they have complete control of the devices and  

can easily:

 Copy confidential data to a remote computer

 Delete data

 Deny access to data

 Change system registry

 Shutdown or reboot the laptop



VoIP and UC policy compliance

To deploy IP PBXs and VLANs without compromising 

established security policies, enterprises must enforce  

fine-grained UC policies. VoIP and IT administrators must 

control voice, video, IM, and other UC applications by 

defining both the way these applications are used and the 

networks, devices, and users that are authorized to interact 

with them. VoIP policies, however, must be both flexible and 

granular to satisfy requirements for user and device mobility, 

communications between different types of users, and  

the need to traverse several networks. These policies may 

also need to comply with various regulatory requirements 

(such as SOX, HIPPA, GLBA), depending on how the industry 

is governed.

Access and authorization

In the traditional telephony world, caller-ID is considered 

proof of a caller’s identity because access to the identity 

is controlled by restricting access to the end device (POTS 

phone) and the last mile. This completely changes with VoIP, 

as features like device and extension mobility allow users to 

employ any VoIP device from anywhere in the world over the 

Internet. Authorization and identity can no longer be taken 

for granted and must be verified with appropriate security 

measures for strong access control.

Privacy concerns

The sniffing and capturing of data is a common concern in 

data networking. With peer-to-peer media and the assumed 

confidentiality of voice conversations, privacy is a major 

concern for VoIP. As VoIP ventures beyond its traditional 

voice VLAN onto different networks and integrates with 

different applications, this concern becomes even greater. 

Both signaling and media traffic must be encrypted to 

ensure complete privacy of real-time communications.

SOLUTION

The Sipera UC-Sec security appliance offers real-time, plug-

and-play VoIP and UC security enabling enterprises to realize 

the many benefits of unified communications. Delivering 

comprehensive threat protection, strict policy enforcement, 

strong access control, and privacy protection, UC-Sec 

enables secure IP PBX and VLAN deployments by addressing 

VoIP- and UC-specific security concerns.

The first step in deploying secure IP PBXs and VLANs is 

planning. Enterprises must do the following as part of VoIP/

UC planning:

1.   Discover and prioritize critical VoIP and UC assets.

2.    Perform a thorough risk assessment of VoIP and UC assets.

3.   Run a vulnerability scan to determine the exposure level 

of the VoIP and UC assets.

4.    Do a penetration test, if possible, to determine the 

threat level (ease of exploitation).

5.   Based on the results of the risk assessment, determine 

security policy and investment requirements.

Backed by the Sipera Viper™ Lab, the industry’s top VoIP/

UC security research team, the Sipera VIPER Services 

organization tests applications, infrastructures, and 

devices using rigorous test methods and the most up-to-

date vulnerability information databases to ensure these 

components are protected from all VoIP/UC-related attacks.

Define and implement strong UC policies

Enterprises must define the rules by which VoIP and UC are 

governed, including defining the valid use of resources,  

the users that are authorized to access different resources, 

the time of day users can use resources, and the policies that 

apply as these parameters change.

For example, one set of rules might apply when the CFO 

and CEO talk over the Internet using softphones at night, 

while a different set of policy rules might apply when sales 

representatives talk with each other within the enterprise 

during regular business hours.

The Sipera UC-Sec appliance enforces policies based on 

network, user, device, and time-of-day. If any of these 

attributes change, UC-Sec applies a different policy.
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Apply VoIP/UC threat protection at inter-

connection points

In any VoIP/UC deployment, it is important to identify high 

threat areas (such as public Internet, data VLANs) and high 

value assets (such as call servers and hard phones) in the VoIP 

infrastructure. When incoming VoIP traffic from high-threat 

networks is destined to high-value assets, enterprises must 

be able to ensure the traffic passes through a UC security 

device, such as UC-Sec, which inspects and validates the 

traffic. UC-Sec is VoIP-aware and performs deep-packet 

inspection while tracking call states, which is crucial for UC 

threat mitigation.

Ensure privacy on public or shared networks

When traffic passes through networks that are susceptible 

to sniffing attacks or where hackers are prevalent, such 

as the Internet, privacy must be ensured. Sipera’s UC-Sec  

offers encryption (TLS/SRTP) and information-hiding 

techniques (network topology hiding and caller ID anonymity) 

to ensure confidentiality of private communication and to 

block reconnaissance attacks, boosting regulatory compliance.

Enforce access control from areas with easy  

public access

There are certain areas – such as lobby phones, hotel phones, 

and shared office spaces – that have easy public access to 

networks. To ensure that VoIP services are used properly 

by only the users and devices for which they are intended, 

strong authentication and access control mechanisms must  

be enforced. The Sipera UC-Sec appliance enforces 

authentication measures such as passwords, X.509 certificates, 

and two-factor authentication to ensure strong access control 

from anywhere.

Implement common sense best practices for  

VoIP/UC

Beyond the threat mitigation measures provided by UC-Sec, 

enterprises must also take the following VoIP-specific best 

practices into account when securing VoIP and UC:

  Ensure QoS is maintained at all times.

  Ensure that the VoIP security appliance is protocol-

aware and that it can inspect peer-to-peer traffic.

  Plan geographic redundancies to ensure high  

availability of critical VoIP services in case of failures.

Implement data security best practices needed  

for VoIP/UC

Along with these new VoIP/UC-specific security best 

practices, enterprises must also implement the following 

best practices from the data world

 Keep security patches up-to-date.

  Secure the underlying network  

(WiFi access points, routers).

 Secure the supporting data protocols (DHCP, DNS).

  Secure other data devices in the network that launch 

attacks on VoIP.

 Use VLANs to keep voice and data traffic separate.

IMPLEMENTATION

The Sipera UC-Sec appliance offers comprehensive, plug-

and-play UC security including threat protection, policy 

enforcement, access control, and privacy for VoIP and UC, 

delivering real-time security for real-time communications.

Based on detailed risk analysis, enterprises deploy UC-Sec 

at various interconnection points in the enterprise network 

where high-risk networks gain access to the enterprise’s  

high-value VoIP and UC assets. Potential deployment 

scenarios for UC-Sec appliances include:

 In the data center in front of the IP PBX

  Between internal VLANs, public Internet “demilitarized 

zones” (DMZs), and/or private WAN DMZs

Deployment of the Sipera UC-Sec Element Management 

System (EMS) enables the enterprise to configure and 

manage all UC-Sec appliances from a central location.

The following figure shows a UC-Sec security appliance 

deployed between the voice and data VLANs. UC-Sec looks 

for anomalous behaviors and mitigates attacks while it 

applies UC policies. Then the security appliance forwards the 

packets to the IP PBX to establish the requested call session.

If the call is encrypted, UC-Sec acts as an encryption proxy 

for the IP PBX and decrypts the Transport Layer Security (TLS) 

signaling and Secure Real-time Transport Protocol (SRTP) 

media traffic before passing it on to the IP PBX or phone.  

The UC-Sec appliance may apply other  functionality, as 

required, depending on the deployment scenario.



RESULT

Driven by  business benefits too compelling to ignore, 

enterprises are moving rapidly to extend their IP PBXs to 

soft phones, WiFi/dual-mode phones, VoIP remote users, 

and SIP trunks to enable a host of Unified Communications 

applications. Sipera UC-Sec allows enterprises to make this 

move successfully and securely. 

Based on VoIP/UC best practices and providing real-time, 

comprehensive security – applying sophisticated VoIP/

UC-specific policy enforcement, threat protection, access 

control, and privacy measures – UC-Sec ensures that VoIP/UC 

infrastructure is protected and available at all times. 

Enterprises large and small have deployed Sipera UC-Sec to secure 

their IP PBX and VLAN deployments, realizing the full benefits  

of Unified Communications without compromising security.
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UC Security in a Box

Sipera’s UC-Sec appliance provides a complete 

application-layer security architecture in one device:

Firewall

Session Border Controller

Intrusion Detection System and Intrusion 

Prevention System (IDS/IPS)

Access Controller

Authentication 

Unified Communications Proxy

VPN / Encryption 

Policy Enforcement

... for all real-time Unified Communication 

applications




