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Real-time Security for Real-time Communications
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Secure collaboration / inventory
management with supply chain

Unified Communications (UC) is taking off in enterprises
around the globe as networks converge on IP infrastructures
(supporting voice, video, data, IM, presence, collaboration
applications) and Session Initiation Protocol (SIP) emerges
as the protocol of choice for UC. The potential benefits
of UC are numerous - from highly efficient, extended
communications, elimination of network redundancies,
improved disaster recovery, and smaller carbon footprints, to
improved customer relationships and leaner supply chains.

The advantages of UC come a host of security concerns as
enterprises extend their communications infrastructures
beyond traditional perimeters to untrusted networks like
the Internet.

Security is essential for any successful UC deployment.




MANAGED SERVICES

Sipera’s offerings fall into two categories:

UC Security Monitoring Services
Sipera provides 24x7 monitoring and alerting of UC security
incidents for customers who have deployed a UC-Secappliance.

The levels of monitoring vary, according to the needs
of the enterprise:

UC Security Management Services

Sipera provides a full turnkey solution for comprehensive
management of UC application security, including installation,
upgrades, maintenance, monitoring, threat
configuration change management, optimization, and many
other services. An additional option is for customers to lease
UC-Sec units to reduce capital expenditure.
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SVC-MNTR-200-500
Supports Systems with 200-500 users.

SVC-MGD-200-500
Supports Systems with 200-500 users.

SVC-MNTR-1000-3000
Supports Systems with 1000, 2000 or 3000 users.

SVC-MGD-1000-3000
Supports Systems with 1000, 2000 or 3000 users.

SVC-MNTR-5000-10000
Supports Systems with up to 5000 or up to 10000 users.

SVC-MGD-5000-10000
Supports Systems with up to 5000 or up to 10000 users.

Scalability allows even small to medium-sized enterprises to
benefit from real-time, comprehensive security, protecting
mission-critical VolP and UC communications infrastructures.

Some of the world’s largest and most successful companies
rely on Sipera Systems solutions for real-time, comprehensive
security protecting their mission critical VolP and UC
communication infrastructures.

Sipera’s Managed Services solutions offer companies of
all sizes the benefits of an in-house, 24-7-365 monitored
appliance without the added expense of additional personnel,
or a lump-sum capital expense.

In addition, our Managed Services offerings are flexible,
enabling a spectrum of security configurations that support
your business objectives.

As part of the configuration, the Sipera NOC (Network
Operations Center) collects all data from the Sipera EMS on a
regularly scheduled basis. Once data is collected, the Sipera
NOC generates periodic, customized reports. These reports
include customizable information, allowing you to keep track
of your network’s health, traffic, security violations and other
monitoring factors.
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Sipera’s NOC offers real-time notification of specific security
issues in your network. These security events are typically
time-sensitive and require immediate attention once a threat
is detected.

As an added security enhancement, all connections from
the Sipera NOC to the customer’s Sipera EMS network are
secure. The same security applies to all notifications sent to
enterprise personnel.

The Sipera NOC also offers archive and storage of all generated
customer reports. The Sipera archive entity is redundant
and comes with a full-backup system to avoid any loss of data.

www.sipera.com
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Monitoring

UC Security in a Box
Sipera’s UC-Sec appliance provides a complete application-layer security architecture in one device:
Firewall
Session Border Controller
Intrusion Detection System and Intrusion Prevention System (IDS/IPS)
Access Controller
Authentication
Unified Communications Proxy
VPN / Encryption

Policy Enforcement

... for all real-time Unified Communication applications

+1214206 3210 @ Sipera
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UNIFIED COMMUNICATIONS UNLEASHED

About Sipera Systems

Sipera Systems, the leader in real-time Unified Communications (UC) security solutions, is the choice of enterprises and service
providers around the world to support their mission-critical UC deployments.

Sipera offers groundbreaking solutions that secure voice, video, messaging, collaboration, and other real-time communications
in converged IP networks, boosting compliance with information security requirements and simplifying the adoption of UC.
Sipera’s innovative Borderless UC™ architecture delivers secure and private enterprise-class communications to any device over
any network in any location.

Backed by the industry-leading research of the VIPER Lab, Sipera’s award-winning UC-Sec appliance provides comprehensive
threat protection, policy enforcement, access control, and encryption in a single, flexible, plug-and-play device. The UC-Sec is
pre-integrated with all market-leading UC vendor solutions and is the world’s first UC security device to be Common Criteria
certified, meeting the stringent international standard for IT security.
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